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[bookmark: _Toc440016199]Introduction
The following document is the specification of the REST API Privacy Management.
The party management API provides standardized mechanism for party management such as creation, update, retrieval, deletion and notification of events.
Party can be an individual or an organization that has any kind of relation with the enterprise.
Party is created to record individual or organization information before the assignment of any role.
For example, within the context of a split billing mechanism, Party management API allows creation of the individual or organization that will play the role of 3rd payer for a given offer and, then, allows consultation or update of his information.
Party management API manages the following data resources:
· Individual
· Individual represents a single human being (a man, woman or child). The individual can be a customer, an employee or any other person that the organization needs to store information about.
· Main Individual attributes are its identifier, place of birth, country of birth, nationality, marital status, birth and death dates, disability, title, , names (given, family, middle, etc.), location, individual identification, related parties
· Organization
· Organization represents a group of people identified by shared interests or purpose. Examples include business, department, and enterprise. Because of the complex nature of many businesses, both organizations and organization units are represented by the same data
· Main organization attributes are its identifier, type, legal entity, date of creation and cessation, trading name and type, other name, organization identifier, related parties and organization relationships (Parent and Child)
Party management API performs the following operations on individuals and organizations:
· Retrieval of an individual or organization  or of a collection of them depending on filter criteria
· Full update of an individual or organization
· Partial update of an individual or organization
· Creation of an individual or organization
· Deletion of an individual or organization (for administration purposes)
· Notification of events:
· Individual create
· Individual update
· Individual delete
· Organization create
· Organization update
· Organization delete
[bookmark: _Toc388000449][bookmark: _Toc440016200]SAMPLE USE CASES
Reader will find example of use cases using Party management API in “Open Digital Business Scenarios and Use Cases” document.


[bookmark: _Toc440016201]RESOURCE MODEL
[bookmark: _Toc440016202]Managed Entity and Task Resource Models
For every single resource managed by the API provide a JSON based representation of the managed entities and tasks.
[bookmark: _Toc440016203]PARTY PRIVACY PROFILE TYPE Resource
A Party Privacy Profile Type represents a description for Party Privacy Profiles.
JSON representation of a Party Privacy Profile Type:
	{
    "href": "http://serverlocation:port/privacyManagement/partyPrivacyProfileType/103", //this is the PartyPrivacyProfileType number 103
    "id": "103",
    "version": "1.0",
    "lastUpdate": "2013-04-19T16:42:23-04:00",
    "name": "Customer Mass Market Privacy",
    "description": "this is the customer mass market privacy",
    "lifecycleStatus": "Active",
    "validFor": {
        "startDateTime": "2013-04-19T16:42:23-04:00",
        "endDateTime": "2013-06-19T00:00:00-04:00"
    },
    "relatedParty": [
        {
            "role": "Service Provider",
            "id": "1234",
            "href": "http ://serverLocation:port/partyManagement/organization/Orange"	Comment by Julie Bertrand: est-ce que ce n’est pas l’id plutôt que le name dans le href ?
        },
        {
            "role": "User",
            "id": "2345",	Comment by Julie Bertrand: est-ce qu’on a vraiment dans un PPPType un individu particulier, ou seulement un type de rôle ?
Le diagramme ne lie que des Party Role Specification
            "href": "http ://serverLocation:port/partyManagement/individual/JohnDoe"
        },
        {
            "role": "Admin",
            "id": "0001",
            "href": "http ://serverLocation:port/partyManagement/individual/0001"
        }
    ],
    "partyPrivacyProfileTypeCharacteristic": [	Comment by Julie Bertrand: criticityLevel ?
        {
            "id": "eMailAddress for ADMIN",
            "name": "eMailAddress",  // -> makes the link with the Characteristic specification
                            // collapse CharUse with the Characteristic name
            "description": "this is the email address privacy attributes",
            "privacyType": "Internal Purpose",
            "validFor": {
                "startDateTime": "2013-04-19T16:42:23-04:00",
                "endDateTime": ""
[bookmark: _GoBack]            },
            "privacyUsagePurpose": "ADMIN",
            "partyPrivacyProfileTypeCharValue": [
                {
                    "valueType": "string",
                    "default": true,
                    "value": "Authorized",
                    "validityDuration": "Always"
                }
            ]
        },
        {
            "id": "eMailAddress for INFORMATION",
            "name": "eMailAddress",
            "description": "this is the email address privacy attributes",
            "privacyType": "Internal Purpose",
            "validFor": {
                "startDateTime": "2013-04-19T16:42:23-04:00",
                "endDateTime": ""
            },
            "privacyUsagePurpose": "INFORMATION",
            "partyPrivacyProfileTypeCharValue": [
                {
                    "valueType": "string",
                    "default": true,
                    "value": "Authorized",
                    "validityDuration": "Always"
                },
                {
                    "valueType": "string",
                    "default": false,
                    "value": "Unauthorized",
                    "validityDuration": "Always"
                }
            ]
        },
        {
            "id": "eMailAddress for MARKETING",
            "name": "eMailAddress",
            "description": "this is the email address privacy attributes",
            "privacyType": "Internal Purpose",
            "validFor": {
                "startDateTime": "2013-04-19T16:42:23-04:00",
                "endDateTime": ""
            },
            "privacyUsagePurpose": "MARKETING",
            "partyPrivacyProfileTypeCharValue": [
                {
                    "valueType": "string",
                    "default": true,
                    "value": "Unauthorized",
                    "validityDuration": "Always"
                },
                {
                    "valueType": "string",
                    "default": false,
                    "value": "Authorized",
                    "validityDuration": "3 months"
                }
            ]
        },
        {
            "id": "eMailAddress for RESEARCH",
            "name": "eMailAddress",
            "description": "this is the email address privacy attributes",
            "privacyType": "Internal Purpose",
            "validFor": {
                "startDateTime": "2013-04-19T16:42:23-04:00",
                "endDateTime": ""
            },
            "privacyUsagePurpose": "RESEARCH",
            "partyPrivacyProfileTypeCharValue": [
                {
                    "valueType": "string",
                    "default": true,
                    "value": "Unauthorized",
                    "validityDuration": "Always"
                }
            ]
        }
    ]
}



Field Descriptions: 
Party Privacy Profile Type: represents a description for Party Privacy Profiles.
	Field
	Description

	description
	Description

	href
	Reference of the Party Privacy Profile Type

	id
	Unique identifier for the Party Privacy Profile Type

	lastUpdate
	Date of the last update of this Party Privacy Profile Type

	lifecycleStatus
	Lifecycle status (Active, …)

	name
	Name

	validFor
	The period for which the Party Privacy Profile Type is valid

	version
	Version of this Party Privacy Profile Type



PartyPrivacyProfileTypeCharacteristic: represents the Characteristic Values of the Party Privacy Profile Type.
	Field
	Description

	description
	Description

	id
	Identifier

	name
	Name (makes the link with the Characteristic Specification)

	partyPrivacyProfileTypeCharValue
	Value of the Party Privacy Profile Type Characteristic

	privacyType
	Type of privacy (e.g. Internal Purpose, External Purpose, Internal Retention, External Retention)

	privacyUsagePurpose
	Defines the “Purpose” authorized or refused for the Characteristic (e.g. ADMIN, INFORMATION, MARKETING, RESEARCH, …)

	validFor
	The period for which the Party Privacy Profile Type is valid



PartyPrivacyProfileTypeCharValue: defines the values of a Party Privacy Profile Type Characteristic.
	Field
	Description

	default
	If true, indicates that is the default value

	validityDuration
	Duration of validity

	value
	Value (e.f. Authorized, Unauthorized)

	valueType
	Type of the value



RelatedParty: defines Party or Party Role linked to a specific entity.
	Field
	Description

	id
	Unique identifier of the related Party

	href
	Reference of the related Party, could be a Party reference or a Party Role reference

	role
	Role of the related party





UML Model: 
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[bookmark: _Toc440016204]PARTY PRIVACY PROFILE Resource
A Party Privacy Profile represents the privacy choices made by a Party Role.
JSON representation of a Party Privacy Profile:
	{
    "href": "http://serverlocation:port/privacyManagement/partyPrivacyProfile/394",
    "id": "394",
    "name": "John Doe's Privacy Profile",
    "description": "this is John Does Privacy profile",
    "dateCreated": "2013-04-19T16:42:23-04:00",
    "status": "Created",
    "validFor": {
        "startDateTime": "2013-04-19T16:42:23-04:00",
        "endDateTime": ""
    },
    "agreedByParty": {
        "id": "2345",
        "role": "User",
        "name": "John Doe",
        "href": "http ://serverLocation:port/partyManagement/individual/JohnDoe"
    },
    "partyPrivacyProfileType": {
        "id": "103",
        "href": "http://serverlocation:port/privacyManagement/partyPrivacyProfileType/103"
    },
    "partyPrivacyProfileCharacteristic": [
        {
            "privacyUsagePurpose": "ADMIN",
            "name": "eMailAddress",
            "value": "Authorized",
            "validFor": {
                "startDateTime": "2013-04-19T16:42:23-04:00",
                "endDateTime": ""
            },
            "relatedParty": [
                {
                    "role": "Administrator"
                }
            ]
        },
        {     
            "privacyUsagePurpose": "INFORMATION",
            "name": "eMailAddress",
            "value": "Authorized",
            "validFor": {
                "startDateTime": "2013-04-19T16:42:23-04:00",
                "endDateTime": ""
            },
            "relatedParty": [
                {
                    "role": "Vendor"
                },
                {
                    "role": "Employee"
                }
            ]
        },
        {
            "privacyUsagePurpose": "MARKETING",
            "name": "eMailAddress",
            "value": "Authorized",
            "validFor": {
                "startDateTime": "2016-01-19T16:42:23-04:00",
                "endDateTime": "2016-04-19T16:42:23-04:00"
            },
            "relatedParty": [
                {
                    "role": "Vendor"
                },
                {
                    "role": "Partner"
                }
            ],
            "characteristicAgreement": {
                "id": "3F2504E0-4F89-11D3-9A0C-0305E82C3301",
                "href": "http://serverlocation:port/privacyManagement/3F2504E0-4F89-11D3-9A0C-0305E82C3301",
                "type": "Agreement"
            }
        },
        {
            "privacyUsagePurpose": "RESEARCH",
            "name": "eMailAddress",
            "value": "Unauthorized",
            "validFor": {
                "startDateTime": "2013-04-19T16:42:23-04:00",
                "endDateTime": ""
            },
            "relatedParty": [
                {
                    "role": "Employee"
                }
            ]
        }
    ],
    "agreement": {
        "id": "3F2504E0-4F89-11D3-9A0C-0305E82C3301",
        "href": "http://serverlocation:port/privacyManagement/3F2504E0-4F89-11D3-9A0C-0305E82C3301",
        "type": "Agreement"	Comment by Julie Bertrand: Il faudrait le retrouver dans Party Privacy Agreement ?
    }
}



Field Descriptions: 

AgreedByParty: defines the Party or Party Role who has agreed the Party Privacy Profile.
	Field
	Description

	id
	Unique identifier of related Party

	href
	Reference of the related Party, could be a Party reference or a Party Role reference

	role
	Role of the related Party

	name
	Name of the related Party



Agreement: describes the Party Privacy Agreement linked to this Party Privacy Profile.
	Field
	Description

	id
	Unique identifier of the Agreement

	href
	Reference of the Agreement

	type
	Type of Agreement



Party Privacy Profile: represents the privacy choices made by a Party Role.
	Field
	Description

	description
	Description

	href
	Reference of the Party Privacy Profile

	id
	Unique identifier for the Party Privacy Profile

	dateCreated
	Date of creation

	status
	status (Created, …)

	name
	Name

	validFor
	The period for which the Party Privacy Profile is valid



PartyPrivacyProfileCharacteristic: represents the Characteristic Value chosen for this Party Privacy Profile.
	Field
	Description

	characteristicAgreement
	Party Privacy Agreement linked to the Characteristic if it  has a high criticity level

	name
	Name of the Characteristic

	privacyUsagePurpose
	Defines the “Purpose” authorized or refused for the Characteristic (e.g. ADMIN, INFORMATION, MARKETING, RESEARCH, …)

	relatedParty
	Party Role for which the Characteristic Value is defined

	validFor
	The period for which the Party Privacy Profile Type is valid

	value
	Value



Party Privacy Profile Type: represents a description for Party Privacy Profiles.
	Field
	Description

	href
	Reference of the Party Privacy Profile Type

	id
	Unique identifier for the Party Privacy Profile Type





UML Model:
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[bookmark: _Toc271830691][bookmark: _Toc440016205]PARTY PRIVACY AGREEMENT Resource
A Party Privacy Agreement represents the approval made by the Party about a Party Privacy Profile.
JSON representation of a Party Privacy Agreement:
	{
    "href": "http://serverlocation:port/privacyManagement/partyPrivacyAgreement/3F2504E0-4F89-11D3-9A0C-0305E82C3301",
    "id": "3F2504E0-4F89-11D3-9A0C-0305E82C3301",	Comment by Julie Bertrand: ces 5 attributs sont hérités de Business Interaction
    "interactionDate": "2013-04-19T16:42:23-04:00",
    "description": "this is a privacy agreement approved by John Doe",
    "interactionDateComplete": "2013-04-19T16:42:23-04:00",
    "interactionStatus": "Created",
    "agreementDocumentNumber": "34",
    "agreementStatementOfIntent": "statement of intent",
    "agreementPeriod": {
        "startDateTime": "2013-04-19T16:42:23-04:00",
        "endDateTime": ""
    },
    "agreedByParty": [	Comment by Julie Bertrand: de manière générale, un Agreement peut concerner plusieurs Party (avec différents rôles dans l’agreement). Dans le cas du PPAgreement, est-ce qu’on n’en aurait toujours qu’un seul ?
        {
            "id": "2345",
            "role": "User",
            "name": "John Doe",
            "href": "http ://serverLocation:port/partyManagement/Individual/JohnDoe"
        }
    ],
    "partyPrivacyProfile": [
        "href": "http://serverlocation:port/privacyManagement/partyPrivacyProfile/394",
        "href": "http://serverlocation:port/privacyManagement/partyPrivacyProfile/1312"
    ], 
    "partyPrivacyProfileCharacteristic": [
        {
            "privacyUsagePurpose": "MARKETING",
            "name": "eMailAddress",
            "value": "Authorized",
            "validFor": {
                "startDateTime": "2016-01-19T16:42:23-04:00",
                "endDateTime": "2016-04-19T16:42:23-04:00"
            },
            "relatedParty": [	Comment by Julie Bertrand: est-ce qu’on le répète ici, ou est-ce qu’on simplifie la référence à cette Characteristic Value ?
                {
                    "role": "Vendor"
                },
                {
                    "role": "Partner"
                }
            ]
        }
    ]
}



Field Descriptions: 

AgreedByParty: defines the Party or Party Role involved in the Agreement.
	Field
	Description

	id
	Unique identifier of related Party

	href
	Reference of the related Party, could be a Party reference or a Party Role reference

	role
	Role of the related Party

	name
	Name of the related Party



Agreement: represents the approval made by the Party about a Party Privacy Profile.
	Field
	Description

	agreementDocumentNumber
	Document number of the Agreement

	agreementPeriod
	The period for which the Agreement is valid

	agreementStatementOfIntent
	Statement of intent

	description
	Description of the Agreement

	id
	Unique identifier of the Agreement

	interactionDateComplete
	Date of the Agreement

	interactionStatus
	Status

	href
	Reference of the Agreement



Party Privacy Profile: represents the privacy choices agreed by a Party Role.
	Field
	Description

	href
	Reference of the agreed Party Privacy Profile



PartyPrivacyProfileCharacteristic: represents a high criticity Characteristic Value included in the Agreement.
	Field
	Description

	name
	Name of the Characteristic

	privacyUsagePurpose
	Defines the “Purpose” authorized or refused for the Characteristic (e.g. ADMIN, INFORMATION, MARKETING, RESEARCH, …)

	relatedParty
	Party Role for which the Characteristic Value is defined

	validFor
	The period for which the Party Privacy Profile Type is valid

	value
	Value





UML Model:
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[bookmark: _Toc404174498][bookmark: _Toc440016206]Export Job Resource
An ExportJob resource represents a TASK used to export resources to a File
The ExportJob resource supports the following properties:
	Attribute name
	Description

	query
	Used to scope the exported data (identical to GET filter construct using target ID as base)
“query”: ”type=productOffering&version=2.0”

	path
	URL of the root resource acting as the source for streaming content to the file specified by the ExportJob 
../privacyManagement/partyPrivacyProfile

	content-type
	The format of the exported data .By default “application/json”

	status
	notstarted, running, succeeded, failed

	url
	URL of the File containing the data to be exported
a file URL, which is of the form
file://host/path
where host is the fully qualified domain name of the system on which the path is accessible, and path is a hierarchical directory path of the form directory/directory/.../name

	completionDate
	Date at which the Job was completed.

	creationDate
	Date at which the Job was created.

	errorLog
	Reason for Failure



JSON representation of an ExportJob 
	{
        "id": "54",
        "href": "http:/api/privacManagement/exportJob/54",
        "status": "running",
        "path": "privacyManagement/",
        "content-type": "application/json",
        "errorLog": "",
        "creationDate": "2013-04-19T16:42:23-04:00",
        "completionDate": "2013-04-21T16:42:23-04:00",
        "url": "ftp://ftp.myPrivacy.com/privacy/54"
    }    



UML Model:
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[bookmark: _Toc271830692][bookmark: _Toc404174499][bookmark: _Toc440016207]Import Job Resource
An ImportJob resource represent a TASK used to import resources from a File
The ImportJob resource supports the following properties:
	Attribute name
	Description

	content-type
	The format of the imported data. By default “application/json”

	path
	URL of the root resource where the content of the file specified by the ImportJob must be applied 
../privacyManagement/partyPrivacyProfile

	status
	notstarted, running, succeeded, failed

	url
	URL of the File containing the data to be imported
a file URL, which is of the form
file://host/path
where host is the fully qualified domain name of the system on which the path is accessible, and path is a hierarchical directory path of the form directory/directory/.../name


	completionDate
	Date at which the Job was completed.

	creationDate
	Date at which the Job was created.

	errorLog
	            Reason for Failure if status is failed



JSON representation of an ImportJob 
	{
        "id": "54",
        "href": "http:/api/ privacyManagement/importJob/54",
        "status": "completed",
        "path": "privacyManagement/",
        "content-type": "application/json",
        "errorLog": "",
        "creationDate": "2013-04-19T16:42:23-04:00",
        "completionDate": "2013-04-21T16:42:23-04:00",
        "url": "ftp://ftp.myPrivacy.com/privacy/54"
    }    



UML Model:
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[bookmark: _Toc440016208]Notification Resource Models
11 notification event types are defined :
1. PartyPrivacyProfileTypeCreateNotification 
2. PartyPrivacyProfileTypeNotification
3. PartyPrivacyProfileTypeDeleteNotification 
4. PartyPrivacyProfileCreateNotification 
5. PartyPrivacyProfileUpdateNotification
6. PartyPrivacyProfileDeleteNotification 
7. PartyPrivacyAgreementCreateNotification 
8. PartyPrivacyAgreementUpdateNotification
9. PartyPrivacyAgreementDeleteNotification
10. ImportJobCompletionNotification
11. ExportJobCompletionNotification


PARTY PRIVACY PROFILE TYPE Notifications
1. Create
2. Update
3. Delete
UML Model:
[image: ]

Event: PartyPrivacyProfileTypeCreateNotification 
	{
	"eventType": "PartyPrivacyProfileTypeCreateNotification",
	"eventTime": "2014-09-27T05:46:25.0Z",
	"eventId": "1154231",
	"event": {
		"partyPrivacyProfileType": 
		{
			"id": "12",
            Following a whole representation of the Party Privacy Profile Type with all its attributes 
            See Party Privacy Profile Type Resource.
		}
	}
}



Event: PartyPrivacyProfileTypeUpdateNotification 
	{
	"eventType": "PartyPrivacyProfileTypeUpdateNotification",
	"eventTime": "2014-09-27T05:46:25.0Z",
	"eventId": "119331",
	"event": {
		"partyPrivacyProfileType": 
		{
			"id": "12",
            Following a whole representation of the Party Privacy Profile Type with all its attributes 
            See Party Privacy Profile Type Resource.
		}
	}
}



Event: PartyPrivacyProfileDeleteNotification 
	{
	"eventType": "PartyPrivacyProfileTypeDeleteNotification",
	"eventTime": "2014-09-27T05:46:25.0Z",
	"eventId": "1189231",
	"event": {
		"partyPrivacyProfileType": 
		{
			"id": "12",
            Following a whole representation of the Party Privacy Profile Type with all its attributes 
            See Party Privacy Profile Type Resource.
		}
	}
}




PARTY PRIVACY PROFILE Notifications
1. Create
2. Update
3. Delete
UML Model:
[image: ]

Event: PartyPrivacyProfileCreateNotification 
	{
	"eventType": "PartyPrivacyProfileCreateNotification",
	"eventTime": "2014-09-27T05:46:25.0Z",
	"eventId": "1154391",
	"event": {
		"partyPrivacyProfile": 
		{
			"id": "128",
            Following a whole representation of the Party Privacy Profile with all its attributes 
            See Party Privacy Profile Resource.
		}
	}
}



Event: PartyPrivacyProfileUpdateNotification 
	{
	"eventType": "PartyPrivacyProfileUpdateNotification",
	"eventTime": "2014-09-27T05:46:25.0Z",
	"eventId": "1156731",
	"event": {
		"partyPrivacyProfile": 
		{
			"id": "128",
            Following a whole representation of the Party Privacy Profile with all its attributes 
            See Party Privacy Profile Resource.
		}
	}
}



Event: PartyPrivacyProfileDeleteNotification 
	{
	"eventType": "PartyPrivacyProfileDeleteNotification",
	"eventTime": "2014-09-27T05:46:25.0Z",
	"eventId": "1154278",
	"event": {
		"partyPrivacyProfile": 
		{
			"id": "128",
            Following a whole representation of the Party Privacy Profile with all its attributes 
            See Party Privacy Profile Resource.
		}
	}
}




PARTY PRIVACY AGREEMENT Notifications
1. Create
2. Update
3. Delete
UML Model:
[image: ]

Event: PartyPrivacyAgreementCreateNotification 
	{
	"eventType": "PartyPrivacyAgreementCreateNotification",
	"eventTime": "2014-09-27T05:46:25.0Z",
	"eventId": "1154391",
	"event": {
		"partyPrivacyAgreement": 
		{
			"id": "128",
            Following a whole representation of the Party Privacy Agreement with all its attributes 
            See Party Privacy Agreement Resource.
		}
	}
}



Event: PartyPrivacyAgreementUpdateNotification 
	{
	"eventType": "PartyPrivacyAgreementUpdateNotification",
	"eventTime": "2014-09-27T05:46:25.0Z",
	"eventId": "1156731",
	"event": {
		"partyPrivacyAgreement": 
		{
			"id": "128",
            Following a whole representation of the Party Privacy Agreement with all its attributes 
            See Party Privacy Agreement Resource.
		}
	}
}



Event: PartyPrivacyAgreementDeleteNotification 
	{
	"eventType": "PartyPrivacyAgreementDeleteNotification",
	"eventTime": "2014-09-27T05:46:25.0Z",
	"eventId": "1154278",
	"event": {
		"partyPrivacyAgreement": 
		{
			"id": "128",
            Following a whole representation of the Party Privacy Agreement with all its attributes 
            See Party Privacy Agreement Resource.
		}
	}
}




Export and Import Job Notifications
1. Export Job Completion Notification
2. Import Job Completion Notification
UML Model:
[image: ]

Event: ExportJobCompletionNotification 

	{
    "eventType": "ExportJobCompletionNotification",
    "eventTime": "2014-09-27T05:46:25.0Z",
    "eventId": "1154278",
    "event": {"exportJob": {
        "id": "54",
        "href": "http:/api/privacyManagement/exportJob/54",
        "status": "succeeded",
        "path": "privacyManagement/",
        "content-type": "application/json",
        "errorLog": "",
        "creationDate": "2013-04-19T16:42:23-04:00",
        "completionDate": "2013-04-21T16:42:23-04:00",
        "url": "ftp://ftp.myPrivacy.com/privacyManagement/54.json"
    }}
}



Event: ImportJobCompletionNotification 

	{
    "eventType": "ImportJobCompletionNotification",
    "eventTime": "2014-09-27T05:46:25.0Z",
    "eventId": "1154278",
    "event": {"importJob": {
        "id": "54",
        "href": "http:/api/privacyManagement/importJob/54",
        "status": "succeeded",
        "path": "privacyManagement/",
        "content-type": "application/json",
        "errorLog": "",
        "creationDate": "2013-04-19T16:42:23-04:00",
        "completionDate": "2013-04-21T16:42:23-04:00",
        "url": "ftp://ftp.myPrivacy.com/privacyManagement/54.json"
    }}
}





[bookmark: OLE_LINK4][bookmark: _Toc203490678][bookmark: _Toc223843133][bookmark: _Toc225613409][bookmark: _Ref225602564][bookmark: _Ref225602608][bookmark: _Toc225603198][bookmark: _Ref226276288][bookmark: _Ref226276315][bookmark: _Ref226276328][bookmark: _Toc440016209] API OPERATION TEMPLATES
For every single of operation on the entities use the following templates and provide sample REST requests and responses. 
Remember that the following Uniform Contract rules must be used:

	Operation on Entities
	Uniform API Operation
	Description

	Query Entities
	GET Resource
	GET must be used to retrieve a representation of a resource.


	Create Entity
	POST Resource
	POST must be used to create a new resource

	Partial Update of an Entity
	PATCH Resource
	PATCH must be used to partially update a resource

	Remove an Entity
	DELETE Resourcepas de Put

	DELETE must be used to remove a resource

	Execute an Action on an Entity 
	POST on TASK Resource
	POST must be used to execute Task Resources

	Other Request Methods
	POST on TASK Resource
	GET and POST must not be used to tunnel other request methods.



Filtering and attribute selection rules are described in the TMF REST Design Guidelines.
Notifications are also described in a subsequent section.


[bookmark: _Toc440016210]GET /privacyManagement/partyPrivacyProfileType/{ID}
Note that collections can be retrieved via GET /API/<RESOURCE> with no {ID}
Description: 
· Operation to retrieve privacy profile types in a privacy repository
· Filtering is enabled for all attributes
· Attribute selection is enabled for all attributes
· The resource is either a managed entity (query by id) or a collection (query with criteria)
· The resource identifier is a http uri

Behavior: 
· Standard behavior and response codes for GET operations
Example: Retrieve privacy profile type with id 103 - with all his attributes.
	REQUEST

	GET /privacyManagement/partyPrivacyProfileType/103
Accept: application/json

	RESPONSE

	200
Content-Type: application/json

{
    "id": "103",
    "href": "http://serverlocation:port/privacyManagement/partyPrivacyProfileType/103",
    Following a whole representation of the Party Privacy Profile Type with all its attributes 
    See Party Privacy Profile Type resource.
}



Example: Retrieve Customer Mass Market Privacy individual entry and we only want to get his name.
	REQUEST

	GET /privacyManagement/partyPrivacyProfileType/103?fields=name
Accept: application/json

	RESPONSE

	200
Content-Type: application/json

{
    "name": "Customer Mass Market Privacy"
}



[bookmark: _Toc440016211]GET /privacyManagement/partyPrivacyProfile/{ID}
Note that collections can be retrieved via GET /API/<RESOURCE> with no {ID}
Description: 
· Operation to retrieve privacy profiles in a privacy repository
· Filtering is enabled for all attributes
· Attribute selection is enabled for all attributes
· The resource is either a managed entity (query by id) or a collection (query with criteria)
· The resource identifier is a http uri
Behavior: 
· Standard behavior and response codes for GET operations
Example: Get all names of privacy profiles instanciating a given privacy profile type (103)
	REQUEST

	GET /privacyManagement/partyPrivacyProfile?fields=name&partyPrivacyProfileType.id=103
Accept: application/json

	RESPONSE

	200
Content-Type: application/json
[
    {
        "id": "394",
        "name": "John Doe’s Privacy Profile"
    },
    {
        "id": "1312",
        "name": "Jane Doe’s Privacy Profile"
    }
]



Example: Get specific privacy profile using its id returning all attributes
	REQUEST

	GET /privacyManagement/partyPrivacyProfile/394
Accept: application/json

	RESPONSE

	200
Content-Type: application/json

{
    "id": "394",
    "href": "http://serverlocation:port/privacyManagement/partyPrivacyProfile/394",
    Following a whole representation of the Party Privacy Profile with all its attributes 
    See Party Privacy Profile resource.
}



[bookmark: _Toc440016212]GET /privacyManagement/partyPrivacyAgreement/{ID}

[bookmark: _Toc440016213][bookmark: _Ref234978967][bookmark: _Toc235288517][bookmark: _Toc236554611][bookmark: _Toc236554912][bookmark: _Toc236555375][bookmark: _Toc225613455][bookmark: _Toc225603244][bookmark: _Ref226733430][bookmark: _Ref230885009][bookmark: _Ref231980155][bookmark: _Ref232940733][bookmark: _Ref232940829]PATCH /privacyManagement/partyPrivacyProfileType/{ID}
This Uniform Contract operation is used to partially update the representation of a privacy profile type.
Description: 
· Patch operation can be used partially update one or more privacy profile types
· The resource represents a managed entity or a collection
· The identifier is a string that can consist of numbers, not necessarily alphanumeric
Behavior: 
· Return Status Codes:
· Returns HTTP/1.1 status code 201 if privacy profile type was updated successfully
· 400 - Bad Request Error 
· 404 - If no record was found for the supplied criteria
· 500 - The server encountered an unexpected condition which prevented it from fulfilling the request

Patchable attributes for a privacy profile type:
	Attribute name	Comment by Julie Bertrand: faut-il mettre aussi href ?
	Patchable
	Rule

	id
	N
	

	version
	Y
	

	lastUpdate
	Y
	

	name
	Y
	

	description
	Y
	

	lifecycleStatus
	Y
	

	validFor
	Y
	

	relatedParty
	Y
	

	partyPrivacyProfileTypeCharacteristic
	Y
	



Further document any rules that must be implemented when patching attributes.
	Rule name
	Rule/Pre Condition/Side Effects/Post Conditions

	disability
	disability is mandatory

	characteristic
	name and value are mandatory

	organizationIdentification
	type and identification id must be set

	externalReference
	referenceType and reference must be set

	relatedParty
	role and party are mandatory 
startDateTime is not mandatory but has a default value -> it is set to sysdate by default

	xxxRelationship
	relationshipType and href are mandatory



Example: Update the description of the Customer Mass Market Privacy (identified with ‘103’).
	REQUEST

	PATCH privacyManagement/partyPrivacyProfileType/103
Content-type: application/json
{
    "description": "this is the updated customer mass market privacy"
}

	RESPONSE

	201
Content-Type: application/json

{
  JSON resource representation with all attributes including the changed one
  See Party Privacy Profile Type resource model for details
}



Example: Update Customer Mass Market Privacy (identified with ‘103’): it is applicable to a Party or Party Role that is already stored in the party referential.
	REQUEST

	PATCH privacyManagement/partyPrivacyProfileType/103
Content-type: application/json-patch+json
{
	"op": "add",
	"path": "/relatedParty",
	"value": {
		"id": "2345",
		"href": "http://serverlocation:port/partyManagement/individual/2345",	Comment by Julie Bertrand: id ou name ?
		"role": "User"
	}
}

	RESPONSE

	201
Content-Type: application/json

{  JSON resource representation with all attributes including the changed one
  See Party Privacy Profile Type resource model for details
}



[bookmark: _Toc440016214]PATCH /privacyManagement/partyPrivacyProfile/{ID}
This Uniform Contract operation is used to partially update the representation of a privacy profile.
Description: 
· Patch operation can be used partially update one or more privacy profiles
· The resource represents a managed entity or a collection
· The identifier is a string that can consist of numbers, not necessarily alphanumeric
Behavior: 
· Return Status Codes:
· Returns HTTP/1.1 status code 201 if privacy profile was updated successfully
· 400 - Bad Request Error 
· 404 - If no record was found for the supplied criteria
· 500 - The server encountered an unexpected condition which prevented it from fulfilling the request

Patchable attributes for a privacy profile:
	Attribute name	Comment by Julie Bertrand: faut-il mettre aussi href ?
	Patchable
	Rule

	id
	N
	

	name
	Y
	

	description
	Y
	

	dateCreated
	N
	

	status
	Y
	

	validFor
	Y
	

	agreedByParty
	Y
	

	partyPrivacyProfileType
	Y
	

	partyPrivacyProfileCharacteristic
	Y
	

	agreement
	Y
	



Further document any rules that must be implemented when patching attributes.
	Rule name
	Rule/Pre Condition/Side Effects/Post Conditions

	characteristic Patching Mandatory Values
	Name and value

	organizationIdentification Patching Mandatory Values
	Type and identificationId

	externalReference Patching Mandatory Values
	referenceType and reference

	relatedParty Patching Mandatory Values
	Role and party

	relatedParty Patching Default Values
	startDateTime is not mandatory is set to sysdate by default



Example: Update the John Doe’s privacy profile (identified with ‘394’) to tag it as terminated.
 
	REQUEST

	PATCH privacyManagement/partyPrivacyProfile/394
Content-type: application/json
{
	"id": "394",
	"href": " http://serverlocation:port/privacyManagement/partyPrivacyProfile/394",
	"status": "Terminated",	Comment by Julie Bertrand: intitule du status à vérifier
	"validFor": {
		"endDateTime": "2015-04-19T16:42:23-04:00"
	}
}

	RESPONSE

	201
Content-Type: application/json

{
  JSON resource representation with all attributes including the changed one
  See Party Privacy Profile resource model for details
}




Example: Update the eMailAddress for ADMIN purpose Characteristic Value of the John Doe’s privacy profile (identified with ‘394’).

	REQUEST

	PATCH privacyManagement/ partyPrivacyProfile/394
Content-type: application/json-patch+json
[
	{
		"op": "replace",
		"path": "/partyPrivacyProfileCharacteristic/1",
		"value": {
			"privacyUsagePurpose": "ADMIN",
			"name": "eMailAddress",
			"value": "Authorized",
			"validFor": {
				"startDateTime": "2013-04-19T16:42:23-04:00",
				"endDateTime": "2015-04-19T16:42:23-04:00"
			}
		}
	}, {
		"op": "add",
		"path": "/partyPrivacyProfileCharacteristic",
		"value": {
			"privacyUsagePurpose": "ADMIN",
			"name": "eMailAddress",
			"value": "Unauthorized",
			"validFor": {
				"startDateTime": "2015-04-19T16:42:23-04:00",
				"endDateTime": ""
			}
		}
	}
]

	RESPONSE

	201
Content-Type: application/json

{
  JSON resource representation with all attributes including the changed one
  See Party Privacy Profile resource model for details
}



[bookmark: _Toc440016215]PATCH /privacyManagement/partyPrivacyAgreement/{ID}

[bookmark: _Toc440016216]POST /privacyManagement/partyPrivacyProfileType
This operation is used to create a privacy profile type.
· The identifier is a string that can consist of numbers, not necessarily alphanumeric
· The mandatory element(s) is/are 
· givenName
· familyName
When using following elements there are some mandatory attributes within each element:
· Within “disability”
· the disability
· Within “characteristic”
· name & value
· Within “organizationIdentification”
· type
· identificationId
· Within “externalReference”
· referenceType
· reference
· Within “relatedParty”
· Role
· Party
· startDateTime -> not mandatory is set to sysdate by default
· Within “xxxRelationship”
· relationshipType
· ref
· startDateTime -> not mandatory is set to sysdate by default
· The id is generated automatically
Behavior: 
· Return Status Codes:
· 201 - privacy profile type was created successfully 
· 400 - Bad Request Error 
· 500 - The server encountered an unexpected condition which prevented it from fulfilling the request

	Attribute name
	Mandatory
	Default
	Rule

	id
	N
	Automatically generated 
	If not given, the id is generated by the system. It is also possible to add an ID in the POST request, which is then used 

	version
	Y
	
	

	lastUpdate
	N
	Current date
	

	name
	Y
	
	

	description
	N
	
	

	lifecycleStatus
	Y
	
	

	validFor
	Y
	
	

	relatedParty
	N
	
	

	partyPrivacyProfileTypeCharacteristic
	Y
	
	



Further specify any rules on the creation of the entity
	Rule name
	Rule/Pre Condition/Side Effects/Post Conditions

	disability
	disability is mandatory

	characteristic
	name and value are mandatory

	organizationIdentification
	type and identification id must be set

	externalReference
	referenceType and reference must be set

	relatedParty
	role and party are mandatory 
startDateTime is not mandatory but has a default value -> it is set to sysdate by default

	xxxRelationship
	relationshipType and ref are mandatory



Example : creation of a privacy profile type named Customer Mass Market Privacy
	REQUEST

	POST privacyManagement/partyPrivacyProfileType
Content-type: application/json

{
	Following a whole representation of the Party Privacy Profile Type with all its attributes 
    See Party Privacy Profile Type resource.
}

	RESPONSE

	201
Content-Type: application/json

{	"id": "103",
	"href": "http://serverlocation:port/privacyManagement/partyPrivacyProfileType/103",
	Following a whole representation of the Party Privacy Profile Type with all its attributes 
    See Party Privacy Profile Type resource.
}



[bookmark: _Toc440016217]POST /privacyManagement/partyPrivacyProfile
This operation is used to create a privacy profile.
· The identifier is a string that can consist of numbers, not necessarily alphanumeric
· The mandatory element is:
· tradingName
When using following elements there are some mandatory attributes within each element:
· Within “characteristic”
· name & value
· Within “organizationIdentification”
· type
· identificationId
· Within “externalReference”
· referenceType
· reference
· Within “relatedParty”
· Role
· Party
· startDateTime -> not mandatory is set to sysdate by default
· Within “xxxRelationship”
· relationshipType
· ref
· startDateTime -> not mandatory is set to sysdate by default
· The id is generated automatically
Behavior: 
· Return Status Codes:
· 201 – privacy profile was created successfully 
· 400 - Bad Request Error 
· 500 - The server encountered an unexpected condition which prevented it from fulfilling the request
Specify the attributes required when an entity is created (and their default values if not):
	Attribute name
	Mandatory
	Default
	Rule

	id
	N
	Automatically generated
	If not given, the id is generated by the system. It is also possible to add an ID in the POST request, which is then used 

	name
	Y
	
	

	description
	N
	
	

	dateCreated
	N
	Current date
	

	status
	Y
	
	

	validFor
	Y
	
	

	agreedByParty
	Y
	
	

	partyPrivacyProfileType
	Y
	
	

	partyPrivacyProfileCharacteristic
	Y
	
	

	agreement
	Y
	
	



Further specify any rules on the creation of the entity
	Rule name
	Rule/Pre Condition/Side Effects/Post Conditions

	characteristic Patching Mandatory Values
	Name and value

	organizationIdentification Patching Mandatory Values
	Type and identificationId

	externalReference Patching Mandatory Values
	referenceType and reference

	relatedParty Patching Mandatory Values
	Role and party

	relatedParty Patching Default Values
	startDateTime is not mandatory is set to sysdate by default



Example: Creation of a new profile type, which is an instantiation of the privacy profile type ‘103’ already created in the privacy referential.

	REQUEST

	POST privacyManagement/partyProfile
Content-type: application/json

{
	Following a whole representation of the Party Privacy Profile with all its attributes 
    See Party Privacy Profile resource.
}

	RESPONSE

	201
Content-Type: application/json 

{
	"id": "394",
	"href": "http://serverlocation:port/privacyManagement/partyPrivacyProfile/394",
	Following a whole representation of the Party Privacy Profile with all its attributes 
    See Party Privacy Profile resource.
}




[bookmark: _Toc440016218]POST /privacyManagement/partyPrivacyAgreement

[bookmark: _Toc440016219]DELETE /privacyManagement/partyPrivacyProfileType/{ID} or /partyPrivacyProfile/{ID} or /partyPrivacyAgreement/{ID}
Only useful and allowed for administration matters

	REQUEST

	DELETE privacyManagement/partyPrivacyProfileType/103



	RESPONSE

	200






[bookmark: _Toc440016220]POST /privacyManagement/importJob
ImportJob Tasks are created as resources. 
The ImportJob is attached to the URL of the root resource where the content of the file specified by the ImportJob will be applied.
For example to apply the content of the import file located at ftp://ftp.myPrivacy.com/privacy/54 to the privacyManagement root.
	REQUEST

	POST  ../privacyManagement/importJob
Content-type: application/json

{
"url": "ftp://ftp.myPrivacy.com/privacy/54"

}

	RESPONSE

	201
Content-Type: application/json
Location: ../privacyManagement/importJob/554


{
        "id": "54",
        "href": "http:/api/privacyManagement/importJob/54",
        "status": "running",
        "path": "privacyManagement/",
        "content-type": "application/json",
        "errorLog": "",
        "creationDate": "2013-04-19T16:42:23-04:00",
        "url": "ftp://ftp.myPrivacy.com/party/54"

            }    



[bookmark: _Toc440016221]POST /privacyManagement/exportJob
ExportJob Tasks are created as resources. 
The ExportJob is attached to a specific resource acting as the root for the collection of resources to be streamed to a File. 
An ExportJob can be attached to a specific Resource in the Privacy Management application or may be attached to the Party Privacy Profile Type, Profile or Agreement collections 
· ../privacyManagement/exportJob 
Export all the resources within privacyManagement subject to query and path assignments. 
· ../privacyManagement/partyPrivacyProfileType/exportJob 
Export all the privacy profile type resources within privacyManagement subject to query and path assignments. 

For example:
	REQUEST

	POST ../privacyManagement/exportJob
Content-type: application/json

{
}

	RESPONSE

	201
Content-Type: application/json
Location: ../privacyManagement/exportJob/54


{
        "id": "54",
        "href": "http:/api/privacyManagement/exportJob/54",
        "status": "running",
        "path": "privacyManagement/",
        "content-type": "application/json",
        "errorLog": "",
        "creationDate": "2013-04-19T16:42:23-04:00",
        "completionDate": "2013-04-21T16:42:23-04:00",
        "url": "ftp://ftp.myPrivacy.com/privacy/54"
    }    



[bookmark: _Toc440016222]GET privacyManagement/exportJob
ExportJob resources can be found under the API/exportJob collection and may be retrieved using the normal GET constructs.
For example:
	REQUEST

	GET ../privacyManagement/exportJob/54
Content-type: application/json

{
}

	RESPONSE

	200
Content-Type: application/json

{
        "id": "54",
        "href": "http:/api/privacyManagement/exportJob/54",
        "status": "running",
        "path": "privacyManagement/",
        "content-type": "application/json",
        "errorLog": "",
        "creationDate": "2013-04-19T16:42:23-04:00",
        "completionDate": "2013-04-21T16:42:23-04:00",
        "url": "ftp://ftp.myPrivacy.com/privacy/54"
    }    



[bookmark: _Toc440016223]GET privacyManagement/importJob
ImportJob resources can be found under the API/importJob collection and may be retrieved using the normal GET constructs.
For example:
	REQUEST

	GET ../privacyManagement/importJob/54
Content-type: application/json

{
}

	RESPONSE

	200
Content-Type: application/json

{
        "id": "54",
        "href": "http:/api/privacyManagement/importJob/54",
        "status": "running",
        "path": "privacyManagement/",
        "content-type": "application/json",
        "errorLog": "",
        "creationDate": "2013-04-19T16:42:23-04:00",
        "completionDate": "2013-04-21T16:42:23-04:00",
        "url": "ftp://ftp.myPrivacy.com/privacy/54"
    }    



[bookmark: _Toc440016224]API NOTIFICATION TEMPLATES
For every single of operation on the entities use the following templates and provide sample REST notification POST calls.
It is assumed that the Pub/Sub uses the Register and UnRegister mechanisms described in the REST Guidelines reproduced below.
[bookmark: _Toc440016225]REGISTER LISTENER POST /hub
Description: 
Sets the communication endpoint address the service instance must use to deliver information about its health state, execution state, failures and metrics. Subsequent POST calls will be rejected by the service if it does not support multiple listeners. In this case DELETE /api/hub/{id} must be called before an endpoint can be created again.
Behavior: 
· Returns HTTP/1.1 status code 204 if the request was successful.
· Returns HTTP/1.1 status code 409 if request is not successful.
	REQUEST

	POST /api/hub
Accept: application/json

{"callback": "http://in.listener.com"}

	RESPONSE

	201
Content-Type: application/json
Location: /api/hub/42

{"id":"42","callback":"http://in.listener.com","query":null}



[bookmark: _Toc440016226]UNREGISTER LISTENER DELETE hub/{id}
Description: 
Clears the communication endpoint address that was set by creating the Hub.
Behavior: 
· Returns HTTP/1.1 status code 204 if the request was successful.
· Returns HTTP/1.1 status code 404 if the resource is not found.
	REQUEST

	DELETE /api/hub/{id}
Accept: application/json


	RESPONSE

	204



[bookmark: _Toc440016227]publish {EventTYPE} POST /listener
Description:
Provides the Event description
Behavior:
Returns HTTP/1.1 status code 201 if the service is able to set the configuration.
	REQUEST

	POST /client/listener
Accept: application/json

{
	"eventType": "EventType",
	"eventTime": "2014-09-27T05:46:25.0Z",
	"eventId": "1562231",
	"event": 
	{
    EVENT BODY 
	}
}

	RESPONSE

	201
Content-Type: application/json




Example see TMF REST Design Guidelines.
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[bookmark: _Toc440016228][bookmark: _Toc203490686][bookmark: _Toc225613461][bookmark: _Toc225603250][bookmark: _Toc235288526]Notes
[bookmark: _Toc440016229]Managing PartyRoles relationship in the Customer/Party model
1. Model modification (relative to SID)
In order to capture some use cases we added a relationship between PartyRole and Party which represents the role is played for (this association is part of existing Amdocs contribution on FrameworkAgreement) . This way a CSP (Orange) can model employer/employee relationship between Individual (Josh) and Organization (Amdocs). 
From UML perspective the modified model looks like
[image: ]
In order to simplify the JSON resource model we decided that in some cases the relation between parties will use the PartyRole entity as association class that was promoted to an entity; hence the JSON model in some cases looks like 
{
	"relatedParty": [
		{
			"role": "Employee",
			"id": "100000",
			"href": "http://serverlocation:port/partyManagement/organization/10000",
			"validFor": {
				"startDateTime": "2013-04-19T16:42:23-04:00",
				"endDateTime": "2013-06-19T00:00:00-04:00"
			}
		}
	]
}
Please note that the attributes of the relatedParty dependent entity are the PartyRole attributes, but also that in some cases in the digital services APIs this construct is used for association to PartyRole (Customer) and not to Party.
Another important observation is that from service model perspective the model above is not symmetrical. The direction from Party, through the PartyHasRoles association and then via RolePlayedFor association back to party is more important than the other direction. In UML service model we will show it as 
[image: ]
Let’s assume now that we implement in the model the Employee PartyRole but not the Employer PartyRole (this is implementation decision, but a reasonable one). So let’s look at the very simple model with 3 instances:
[image: ]
Note: Amdocs does not have a PartyRole instance with the role Employer

From JSON resource model perspective it means that we want to show the primary direction when we retrieve the related party (so when we retrieve Individual for Josh we want to show the Employee role and association to Organization Amdocs), but not the other side (when we retrieve Amdocs we don’t want to show in the Amdocs resource model all the employees) – if we want to retrieve all the Amdocs employees we need a task API for that. 

[bookmark: _Toc440016230]
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