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Huawei CloudOpera IES APIs introduction

Service Querying NS Definitions /catalog/v1/servicedefs
Catalog ngrylpg BiEiEElls @ pEElE (N2 GET /catalog/v1/servicedefs/{servicedefld}/details
Definition
Creating Service Instance POST /servicemanager/vl/services
Querying Service List GET /servicemanager/vl/services
serviceMan Q“efy'”g Details of specified GET /servicemanager/vl/services/{serviceld}
ager Service
Modifying Service Instance PUT /servicemanager/vl/services/{serviceld}
Deleting Service Instance DEL /servicemanager/vl/services/{serviceld}
CloudVPN Querying CloudVPN traffic GET /cIoudvpnwatch{vl/trafﬂc/connectlons/{connectl
Watch on-name}/{metric}
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API| Scenariol: Create & activate CloudVVPN service
(@ Query available network
service definition and get € Querying NS Definitions

-servicedefid

“servicedefid”

@ Get the “template_id” of P eEERRtEoE

network service definition ® Querying Details of specific NS Definition -service_name
. -CloudVpnName
@ Create CIoudVP.N serV|c.e.to | ervicedefid -
complete E2E service provisioning  template id wPC_ID
and return “service id”
<<ServiceManager>>
@ Check service status and l © Create Service Instance
bandwidth
-service_id
Y
It will take about 10 minutes from a new <<ServiceManager>>
CloudVPN service creation to E2E Service @ Querying Details of specified Service

activation. :
-Bandwidth
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API Scenario2: Elastically scale CloudVPN network

<<ServiceManager>>

@ Get “service id” of
CloudVPN service Instance;

@ Get the details of the
<<ServiceManager>> ”SGFViCE_id”, including
® Querying Details of specified “CloudVpnName” /
Service “bandwidth”/
“service_name”;

@ Query Service List

-service_id

<<CloudVpnWatch>>

-ZTrvi;:\e/_nzla\lme ® Query CloudVPN Traffic
-CloudVpnName itori
Codvon p— ©) Monltorlng CloudVPN
traffic;
ServiceM i i
<<ServiceManager>> @ Modrfy bandwidth of
= O \Modify service Instance CloudVPN

®) Delete CloudVPN to free
up network resource.

<<ServiceManager>>

= 6 Delete Service Instance
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API Description: Service Catalog APIs

Querying NS Definitions

GET [servicedefs

Summary
Query NS Definitions

Description

Query all the NS definiticns available to the current tenant. curl:

curl -i -H "Conmtent-Type:application/json” -X GET
"https:/faccessip:port/rest/cataleg/vl/servicedefs™

Responses

Code Description

200 Operation successful
400 Parameter error
500 Internal error

HUAWEI TECHNOLOGIES CO., LTD.

Schema

rGetServiceDefinitionRsp {

totalNum: = integer
pagesize: = integer
2 totalPagelum: = integer

currentPage: = integer
data: +[1
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API Description: Service Catalog APIs

» Request Code: » Response Body:

GET /rest/catalog/v1/servicedefs HTTP/1.1 Pretty

Host: 218.4.33.207:17100 o

X-Auth-Token: 3 | "currentPage": @,
MIIETAYJKoZIhveNAQcColIEPTCCBDkCAQEXDTALBglghk a
gBZQMEAgEwggKaBgkghkiGO9w0BBwGgggKLBIICh3sizX o . e
hwaXJlc19hdCI6ljlwMTctMDQtMjVUMJEENTEG ; "createdAt”: 1493948644546,

Authorization: Bearer 6a8cbcOe-e93c-4684-9a39- :;;:2:z;;:iD;fT—EEE;:;HF_ﬂuerHack_NiEE,.J
40d085bd657¢e 9 "domain": "stack",

Cache-Control: no-cache 18 “format®: "JSON",

1 "formatVersion™: "2817-85-5",
2 "name": "IES_TMF_OpenHack_Nice",
"opfflineAt™: @,
4 "onlineAt®: @,
- "publizhTenantType": [
"om_team",
"op_tenant™
1.
"refCount™: 6,
___ "serviceDefId": "Bc34el7ed6fd4bbfbcef3adla@Schiab”,
1 "serviceType™: "service",
2 "status": "active",
"systemDef": false,
- "tenantId": "db58f337c61141b3592+28899cbbl1555",
5 "yersion™: "w2"

3

Postman-Token: 03ebe5c2-4789-0eef-d8bd-ab6cc02b2568

v' Return “servicedefld” that belongs
to current tenant.
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API Description: Service Catalog APIs

Querying Details About an NS Definition

GET /catalog/vl/servicedefs/{servicedefId}/details

Summary

Querying Details of specific NS Definition
Description

Query all the available NS definitions to the current tenant.

curl Sample:

— v Input “servicedefid”

curl -i -H "comtent-Type:application/json” -X €T "https:/faccessip:port/rest/cataleog/va/servicedefs/{servicedefId} details"

Para meters
/ /I';I;Jme W\\\ Located in
‘\servicedefld / path

Responses

Code Description

200 The GetServiceDefDetailRsp object is returned.
400 Parameter error.

404 NS definition is not found.

500 Internal error

HUAWEI TECHNOLOGIES CO., LTD.

Description

Required Schema

Service Definition 1D Yes 2 string

Schema

= rGetServiceDefDetailRsp { }
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API Description: Service Catalog APIs

» Request Code: » Response Body:

GET E "categories”: [1],
/rest/catalog/v1/servicedefs/8c34e27ed6644bbfbce93a41a05ch7 7  ,Createdint: 1493540644545,
ab/details HTTP/1.1 . . 5 ":es:'l‘ip'tinr" :_"IES_'T'.'1=_0|:-enHack_I-J".u: e",

Host: 218.4.33.207:17100 v _servicedefid 5 [domain’: vstack,

X-Auth-Token: 8 "-Fcr*ma't\.ferfion":_ "221?-55-5:'_,
MIIETAYJKoZIhveNAQcCollEPTCCBDKCAQEXDTALBgIghkgBZQME | 1215 (155 THF Openrack fiteer,
AgEwggKaBgkghkiGOw0BBwGgggKLBIICh3sizZXhwaXJIc19hdCl6l 11 renlinest": @,

. . . 12 " FileName": "IES_TMF_OpenHack_Nice_V2_2817@585.zip",
JlWMTCTMDQtMJVUMJE6NTE6 13 - "EjELiSﬁT:ﬁEntT_\'pe"T [ prTEE e *

Authorization: Bearer 6a8cbcOe-e93¢-4684-9a39- 14 “om_team",
40d085bd657eCache-Control: no-cache T

Postman-Token: b5aea431-a2a5-d667-b6ca-7a3f1d4b1b88 17 "refCount”: 6,

18 "serviceDefId": "Bc3de27edtbddbbfbced3adlaB5cb7ab"™,
1 "serviceType™: "service",
2 "status": "active”,
"systemDef": false,
- "templates": [

v" Return “iemplate id” and
“servicedefld”

|

[} )
OG0 = 0 Wby W R X WD G

"name"”: "IES_TMF_OpenHack_Nice.json",
"type”: "VTL®,
"url": "/rest/catalog/vl/servicedefs/8c34e27ed6644bbfbce®3a41a05ch7ab/ temy

=]

[ ]

[ ]

L

[ %]
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API Description: ServiceManager APIs

Creating Service Instance

POST /servicemanager/vl/services

Summary

Code Description

202 When informaticn is returned normally, Lecation indicates the URI of the creation task. Users can query the URI to obtain the task creation progress.

HUAWEI TECHNOLOGIES CO., LTD. HUAWEI CONFIDENTIAL

ServiceManager

v' Service_definition_id

Creating Service Instance = servicedefid
Description v Template_id
Create and active a new Service Instance cur Sample: \/ Param ete_rs
curl -i -H "Content-Type:application/json” -X POST -d "{jsen}" "https://accessip:part/rest/servicemanager/vl/zervices"
Parameters
Mame Located in Description Required Schema
vcreateserviceRequest {
service_definition_id: » string
template_id: = string
name: r string
createServiceRequestBody body service definition 1D Yes =  onfailure: » string
descripticn: » string
parameters: = undefined
nsd_script: » undefined
}
Responses

Schema
vcreateservicersp {
createserviceResponse: vcoreateServiceResponse {
service_id: « string
operaticn_id: « string

H

Tl

N
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API Description: ServiceManager APIs

:9p0) 1sanbay «

POST /rest/servicemanager/v1/services HTTP/1.1
Host: 218.4.33.207:17100
X-Auth-Token:
Content-Type: application/json {
Authorization: Bearer 6a8cbcOe-e93c-4684-9a39-40d085bd657¢e
Cache-Control: no-cache {
Postman-Token: 616e170f-dc54-51db-493d-f9f3d2f5631d
{
"onfailure":"rollback", }
"service":{
"name":"site2dc4_201705071158", }
"description":"",

» Response Body:

"service":

"service_id": "4YFCYXi6TPu8gG1CQ7VocA",
"operation_id": "31af59f1dc72437cb1c8f7"

"service_definition_id":"8c34e27ed6644bbfbce93a41a05cb7ab", v

"template_id":"e77fc5e21e1e42c9933ec9574¢33a5d8",
"parameters":{

Return “service_id"” that is the service
instance ID .

"Site2DClList":[
{
"VPC_ID":"db79cd8b-91e2-43f8-9791-54b8b2181a70",

*CloudVon? 0S2DC4201705071158

"VNI":"2236", 3 4

"CPE_A_Site":"siteDC201705071132",
"CPE_A_Type":"AR169FGW-L",
"CPE_A_ESN":"21500102003GG3000704",
"CPE_A_Position":"siteDC2017050711
"CPE_A_POP":"Manager_VPC"
"Bandwidth":"60000"

The variables of “parameters” can get
from <IES Environment and Data.xlsx>.
"CloudVpnName” and “Bandwidth” are
mandatory.

"cidr":"163.113.12.1",
“cidrBlockSize":"24",
"action":"create"

FIDENTIAL
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API Description: ServiceManager APIs

Query Service List

GET /[servicemanager/vl/services

summary

Query Service List

Description

Cluery the sarvice instance list

curl Sample:

tenant.

v' Return all of the service
instances belong to current

curl -i -H “Content-Type:application/json” -X GET -d “{json}™ “https:/ accessip:port/rest/servicenanaper/vl/services”

Responses
Code Description
200 The list of all service instances is returned.

Schema
vgetserviceListrsp {
services: «[
Indicates the returned List
rservicersp {

name: "
description: -
creator: 3
service_id: .
& service_definition_id: »
template_id: .
active_status: .
status: .
created_at: .

of services

string
string
string
string
string
string
string
string
integer




API Description: ServiceManager APIs

» Request Code: » Response Body:

GET /rest/servicemanager/v1/services HTTP/1.1 Body (7

Host: 218.4.33.207:17100

X-Auth-Token: Pretty
MIIETAYJKoZIhveNAQcCollEPTCCBDkCAQEXDTALBglghkgBZQ -
MEAgEwggKaBgkghkiG9w0BBwGgggKLBIICh3sizZXhwaXJlc19h 1+ ¢
dClI6ljlwMTctMDQtMjVUMIEENTE6 —' "services": [

Authorization: Bearer 6a8cbcOe-e93¢-4684-9a39-40d085bd657e - ‘ "active status”: "Deactive”,

Cache-Control: no-cache 5 "created_at”: 1494052819361,

Postman-Token: 5d26c3a6-0e9b-f213-f0dc-66eae9d7bbf7 : ;'ﬂf;‘;i;rlm'”'“:'—l E

"name”: "s2s_2@17853851433",

"nfv_tag": null,

"service_definition_id": "8c34el7edebddbbfbcediadla®Schbiab”,
"service_id": "BhigqoMgCSZmrlDI1MyROJbE",

v" Return “service_id" . 12 “status"; "Completed”,

For the developing scenarios of scaling > s
bandwidth, you can call the API to directly "tenant_name: null

get available service instance; 17

For the E2E service provisioning scenarios, '

you can get it by calling “Creating Service
Instance”
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API Description: ServiceManager APIs

Querying Details of specified Service

GET /servicemanager/vl/services/{serviceld} '

summary

Querying Detalls of specfied Service

Description

Query the information of the specified service.

curl Sample:

curl -i -H "Content-Type:application/json” -X GET -d “{json}” “hrtps://accessip:port/rest/servicemanaper/vl/services,/SUcfidT7THaA75R piI4G0"

v _service _id

Parameters
Mame Located in Description Required Schema
serviceld path Service Instance D Yes = string
Responses
Code Description Schema
vgetServiceRsp {
service: wservice {
name: + string
description: + string
creator: v+ string
service_id: « string
. N . - . . . . service_definition_id: » strin
200 When information is returned normally, it returns the specified business instance information 2 . - HE
template_id: « string
active_status: = string
status: = string
created_at: = integer
parameters: wparameters { }

HUAWEI TECHNOLOGIES CO., LTD. HUAWEI CONFIDENTIAL
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API Description: ServiceManager APIs

» Request Code: >

GET /rest/servicemanager/v1/services/8hiqoNgCSZmrID1MyROJbg
HTTP/1.1 ’

Host: 218.4.33.207:17100

X-Auth-Token:
MIIETAYJKoZIhveNAQcCollEPTCCBDkCAQEXDTALBglghkgBZQ
MEAgEwggKaBgkghkiGO9w0BBwGgggKLBIICh3sizXhwaXJlc19h
dCI61jlwMTctMDQtMjVUMIE6NTE6 1

Authorization: Bearer 6a8cbc0Oe-e93¢c-4684-9a39-40d085bd657e

Cache-Control: no-cache

Postman-Token: 40308738-6117-3f72-a029-fb84e5b2b6e7

v' service_id ’

we T R s I B TR g B < WY I N R

v" Return “service_name”“Bandwidth”
and “CloudVpnName” 21

If you want to update bandwidth or have
done, you can call the APIs to get/ check . -

HUAWEI TECHNOLOGIES CO., LTD.
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Response Body:

"service™: {

"active_status": "Deactive”,
"created_at™: 1494852819361,
"creator": "nbitest_11",
"description": ™",

"mame™: "s2s_201785961433",
"nfv_tag": null,
"parameters": {
"Site2Sitelist™: [

"Bandwidth": "3
"CPE_A_ESN": "2
"CPE_A Position™

ge"
29182883663 208630",
"siteA281705861433",

"CPE_A_Site": "siteA201785861433",
"CPE_A_Type": "AR169FGU-L",
"CPE_Z_ESN": "2150@102003GG3080674",

"CPE_Z_Position™: "siteZ2@1785861433",
"CPE_Z_Site": "siteZ2@l7@5861433",
"CPE_Z_Type"™: "AR1E9FGW-L",
_ "CloudVpnhlame™: "VPN525281785861433"
"WNI™: "1235"
1
]
a.‘ »
"saryice_definition_id": "8c34el7edbbddbbfbced3adladscbTab”,
"service_id": "8higoMgCS5ZmrlD1MyROIbg",
"status": "Completed”,
"template_id": "e77fc5eZleled2c9933eca5T74c3idasdi”,
"tenant_id": null,

-
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API Description: ServiceManager APIs

Modify Service Instance

PUT /[servicemanager/vl/services/{serviceld}

Summary

Modify Service Instance

Description

Modify a created service instance attributions curl Sample:

[

ServiceManager

Use this API to update CloudVPN bandwidth.

curl -i -H "Content-Type:application/json™ -X PUT -d "{json}” "https:/faccessip:port/rest/servicemanager/vl/services/AUcTidT7THaAFSRIpIIAS]™

Parameters

Mame Located in
serviceld path
updateServiceRequestBody body
Responses

Code Description

When information is returned normally, Location indicates the URI of the query task. Users can query the URI to obtain the task execution

2
progress

HUAWEI TECHNOLOGIES CO., LTD.

Description Required Schema

P ‘Object
service id Yes a2 type: "string”
vupdateServiceRequest {
onfailure: » string
name : » string
Indicates the returned information of modified service Yes =4 description: » string
parameters: undefined
nsd_script: undefined
¥

Schema

_, rupdateServiceRsp {

1}

HUAWEI CONFIDENTIAL Page 15 @ﬂé HUAWEI



API Description: ServiceManager APIs

> Request Code: » Response Body:

1  PUT Jrest/servicemanager/vl/services/8higoNgCSZmrlD1MyROIb ﬂTTPflv} 1-{

2 Host: 218.4.33.207:1712@ service_id 2 "operation_id": "LSmMSCIWTM-qbtGYrhD4Q”
3 X-Auth-Token: MIIETAYIKoZIhwcMAQcCoIIEPTCCBDKCAQEXDTALBElghkeBIQMEAEEWESK aBgkghkiGowBBBuGEESKL 3}

BIICh3siZXhwaXJ1c19hdCIAIfIwMTctMDQEMIVUMIEENTES

4 (Content-Type: application/json

5 Authorization: Bearer 6a8cbcB@e-e93c-4684-9a39-40d4885bde57e

& Cache-Contrel: no-cache

7 Postman-Token: 68981b41-d648-T805-71ec-8B012bb2526+F

8

9
1@ "onfailure":"rollback”,
11 "service":{ .
12 "name”:"s2s_281785861433", ‘ v SerVICe_name
13 "description™:"", :
14 "service_definition_id":"8c34e27edbfd4bbfbced3aldladschiab”,
15 "template_id":"e77fcSe2leled2c9933ec9574c33a5d8",
16 "parameters":{
17 "sitezsitelist™:[
18 . .
19 ¢ "Bandwidth":"3@m@a", v Input “Bandwidth” to adeSt CloudVPN
28 “ClouderName"'“VP15252@1?25661L33" :
0 mortion® : "andate™ network bandwidth.
22 }
23 1
24 }
25 1
26}
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API Description: ServiceManager APIs

Delete Service Instance

DELETE /servicemanager/vl/services/{serviceId} *

Summary

Delete Service Instance

Description

Delete a created service instance to free up network rescurce.

curl Sample;

curl -i -H "Content-Type:application/json™ -X DELETE -d "{json}" “https://accessip:port/rest/servicemanager/vi/services/aUcTidT7THeA 5R]pKIAGO"™
Parameters
MName Located in Description Required Schema
serviceld path Service instance ID Yes & string
Responses
Code Description Schema

vdeleteServiceRsp {

deleteServiceRespeonse: »deleteServiceResponse
When information is returned normally, Location indicates the URI of the query task. Users can {

guery the URI to obtain the task execution progress.

Tl

operation_id: »
string
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API Description: ServiceManager APIs

» Request Code: » Response Body:
DELETE /rest/servicemanager/v1/services/8hiqoNgCSZmrID 1MyROJbg {
HTTP/1.1 h N "operation_id": "WO0x8h0IBQq6GJKmys5i74Q"
Host: 218.4.33.207:17100 N }
X-Auth-Token: N

MIIETAYJKoZIhveNAQcCollEPTCCBDkCAQEXDTALBglghkgBZQMEAQEW
ggKaBgkghkiG9wOBBwGgggKLBIICh3sizZXhwaXJlc19hdCl6ljiwMTctMD 1 v’ service id
QtMjVUM]EGNTE6 .

Content-Type: application/json
Authorization: Bearer 6a8cbcOe-e93c-4684-9a39-40d085bd657e

Cache-Control: no-cache
Postman-Token: b6040b4a-6ca9-58c2-837d-6f5e7028aa89
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API Description: CloudVPNWatch APIs

Querying CloudVPN traffic

GET /cloudvpnwatch/vl/traffic/connections/{connection-name}/{metric}

-

CoudVPNWatch

Summary
Querying ClaudVPN traffic
Description
Query the traffic rate or bandwidth utilization of a specified private line.
Parameters
MName Located in Description Required Schema \/ CI O u d Vp n N am e
connection-name path Indicates the name of a VPN Yes = strin
metric path Indicates the traffic rate or bandwidth utilization Yes = string
direction query Indicates the query direction:inbound|outbound Yes = string
timedim query time dimension Yes = string
starttime query Indicates the start time (UTC, in second) Yes = v integer (inte4)
endtime query Indicates the end time (UTC, in second) Yes = v integer (inté4)
Responses
Code Description Schema
+MetricResponse {
) Return metrix of traffic rote or bandwidth utilization
200 Data obtained successfully 2 metric: »ResMetricData { }
¥

HUAWEI TECHNOLOGIES CO., LTD.
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API Description: CloudVPNWatch APIs

» Request Code: » Response Body:

GET Body (7) Status: 200 OK
/rest/cloudvpnwatch/v1/traffic/connections/\VPNS25201705061 -
433/traffic- ] Pretty JSON
rate?starttime=1493367320&amp;endtime=1495058150&amp; L ——
timedim=minute&amp;direction=outbound&amp;indicator=max v datas™: [
HTTP/1 1 ‘ : . ‘ "time™: 1494861148,
HOSt 21 84332071 71 OO ‘ _ :.’"'-.-a'_ue" : "22.8266666666666677685601609712948629749087523059844978703125028008"
X-Auth-Token: ) ¢ "time": 1494060548,
M”ETAYJKOthchAQcCOIIEPTCCBDkCAQExDTALBgIghkgBZQM ‘ i. § "value": "2791180.146666666800424864850263530928221234731608088175571441650390625"
EAgEwggKaBgkghkiGOw0BBwGgggKLBIICh3sizXhwaXJlc19hdC | i © i’"__ime": \esspssoss,
I6IJIWMTCtMDQtMJVUMJEGNTEG lf . "value": "9@.3B66666666666709981526467432288995951239485293626785278328312508"
Authorization: Bearer 6a8cbcOe-e93c-4684-9a39-40d085bd657e . ¢
Cache-Control: no-cache i :E;TE;I':':lfij‘:?iggggé66-36666-383643?:‘—@34—8?1%21992362331366166¢?243:‘—99?558593?529"
Postman-Token: eca5e1d6-1840-e7e4-bc99-0f35e4d99ee2 | . v
"time™: 1494960008,
/ Cl O u d V n N am e :.”"-.-a_us" : "184.2266666666666716613894733134415568016350354999383817749023437588"
F) 5 ¢ "time": 1494968668,

"value": "1158086@.85333333338882961984633856999048875454720109701156616218937588"

HUAWEI TECHNOLOGIES CO., LTD. HUAWEI CONFIDENTIAL Page 20 @@ HUAWEI



How to test Huawei CloudOpera IES OpenAPIs?

Step1: Install Postman and import Postman collection

« Extract <Huawei CloudOpera IES OpenAPIs

@)
9 POSTMAN
2

a

Step2: Log in Postman and Import the collection

* Choose the collection folder of “Huawei CloudOpera IES

Collection.rar> to the folder of “Huawei CloudOpera IES
OpenAPIs Collection”, there will be 4 json files

IES_SITE2DC.postman_environment.json o "
Site to DC

@]
@]
]
@]
a=

IES_SITEZDC_ENV.postran_callection.json

IES_SITE2SITE.post i t. e s
¢ postman_snvirenment.json } S 1 S
n

IES_SITEZSITE_EMV.postman_collection,jsco

Readme.docx

Step3: Choose and Edit Global Environment variables

OpenAPIs Collection” to import all.

IMPORT

Drop folders here

Step4: On Sidebar select API to test

« Select an API and then click “Send” to test

0 0 Bt W
Mo Environment
IES SITE2DC —— “Site to DC”
IES_SITEZSITE

“Site to Sitg”

HUAWEI TECHNOLOGIES CO., LTD.
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Collections

ES_SITE2DC_ENV

IES_SITE2SITE_ENV  7r >

G hetps//{{IP_PORT))/rest/catalog/vl/servicedefs
ire: 1

Page 21

IES_SITE2SITE

Ferems e

us: 200K Time: 700ms  Sze: 2419

Save Response

2 Huawel



Sample Data introduction

6 tokens have configured to support the hack. You can choose corresponding parameters
of specific token according to your service demand.

IES Tenant

IES Tenant Token Gl ServicelD ServiceName CloudVpnNameRecommended scenarios

ELS

N
Support "Create & activate

User 1 nbitest_11 TagsHoOMsEgsaBskacan i o et BNIGONGCSZMI 2520170506143 VPNS252017050 CloudVPN service" and
mgg?afvtg:;gg;zggwm9hdc'6'i'wwc D1MyROJbg 3 61433 "Elastically scale CloudVPN
network " scenarios
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